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UNDER. NO CIRCUMSTANCES DO NOT DELETE THIS FILE, UNTIL ALL YOUR DATA IS RECOVERED##+:
#eeeFAILING TO DO SO, WILL RESULT IN YOUR STYSTEM CORRUPTION, IF THERE ARE DECEYPTION ERRURS##+++

Attention!

Al]l wour files, documents, photos, databases and other important files are encrypted and have the extensio

The only method of recovering files is to purchase an unique private key. Only we can give you this key an

The server with your key is in a closed network TOR. You can get there by the following ways:

. Dowmload Tor browser - https://www. torproject. org/

. Install Tor browser
Open Tor Browser
. Open link in TOR browser:  http://gandcrabmfefmnef. onion/532£3a30447af9

. Follow the instructions on this page
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-text:8040502F
-text:0048502F
.text:8848582F start
-text:0048502F

ecx, 1FEFF58h
short near ptr
short near ptr

near ptr
endp

db BEZh
dd GAESEFh, 26E8h
db 8, BCCh

B%* GandCrabs.2

public start

proc near

push

push
.text:00485718 push

ecx, 1C3D2h
near ptr lo

cmp ecx, 1FEFF58h
j= short near ptr
jns short near ptr

jmp near ptr
endp

dw BEFE2h
dd BEBBOGAE8h, 3D7h
db OCCh
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’7 = DeCryptString({int)&uid1); // pc_user
? Bx7B267779;
-240847676;
-058319233;
= -1768918377;
2869882835 ;
= 2069082019 ;
= 1221882813 ;
= 18770886284 ;
1748159578,
-081589939;
DeCryptString{{int)&u121}); // pc_name
-L30986268 ;
-1851372857;
-2439085083 ;
14088596251 ;
437395641 ;
437395627 ;
1826413877 ;
2853965931 ;
-2865167685 ;
1741882718 ;
-182;
DeCryptString{{int)&u’ // pc_group
-18958858089 ;
-hG27Hh7 L0806 ;
85020836 ;
= 27uh59673;
= 2086624375 ;
20866204369 ;
1889622316 ;
208881;
DeCryptString
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CVE-2018-8440 jFiE#HITIEMN.

i
if { *GetSystemVer()} || (unsigned int)sub_48C3DP()} > Ox1008 }//
L
if { *sub_4B1ASE() && sub_uB858A8() )

{

8
6A9( (LPUSTR *)&1pAddress) )

(void {(_ thiscall =){int, signed int, _DWORD, LPYODID, signed int))GetProcAddress stub{
3

-1671519418) ;
21, 3);
» B, Bx880Bu);

thiscall =)(in ORD, _DWORD, woid ¢_ noreturn =){), _DWORD, _DWORD, _DWORD))GetProcAddress stub{1, 1874369264);
, 8, 8) )
FFF);




38L;
43981;
63
Bx1860808;
FoLO7O8BY;
L 3
HBDCTT { B
3 8:
{(int =)}{{char
) LBEAT;

ks
{HMODULE YHIDWORD

pord 418684
if { ?

)
goto LABEL_25;

H
({woid (_ cdecl =)(signed int, int =})
3 5 ( » bu, &UBits);

) = *((_BYTE =)1pAddress
+ 1;

VirtualAlloc_Stub(8u);

{uvoid { stdcall #*){ DWORD =, int #=))GetProcAddr tub{1, 749073254);

decl

(HANDLE)u12;
+ 13

e

break;

e
while { ug

=. BEDRER

noretur

*)(LPUDID), DUORD %, DUWORD, DUWORD})}
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